
T
he use of social networking sites has in a 
short period of time become a ubiquitous 
feature of our society. Facebook, which 
made its appearance in 2004, now boasts 
500 million members1 and its growth 

curve has been an exponential, rather than a linear 
one. MySpace, Twitter, LinkedIn, commercial dat-
ing sites and limited membership blogs have also 
experienced explosive growth and it is the rare 
individual under the age of 30 who is not a partici-
pant in some way, shape or form. Issues involving 
information exchanged via social networks have 
assumed a prominent role in litigation involving 
family law, criminal law (including cases involving 
identity theft, as well as the sentencing aspects of 
just about any type of crime), defamation, intel-
lectual property and right of publicity, and, in 
an indirect way, have touched on the discovery 
aspects of cases in a variety of other substantive 
disciplines as well.2 

Their presence has not been limited to uncov-
ering information about litigants, but has created 
ethical issues for attorneys involving gag orders,3 
whether an attorney may solicit the assistance of a 
third party (or investigator) to “befriend” a litigant,4 
and even whether the basis for an adjournment 
request before the judiciary was legitimate.5 Infor-
mation developed from social networking sources 
has not only been used in connection with substan-
tive positions, but has been utilized to form the 
basis for service of process in substituted service  
situations.6 

In the personal injury arena, information derived 
from social networking sites is most frequently 
sought or employed to contest a claim of physi-
cal limitation or emotional suffering, although it 
has, on occasion, been used by a plaintiff against 
a defendant as an alternative to more traditional 
Web site information in connection with represen-

tations concerning professional capabilities, inap-
propriate comments made by the professional7 or, 
in a case involving a University of Texas fraternity, 
the initiation activities posted by a fellow student 
which resulted in a student’s death.8

Relevance and Privacy

Around the time of the release of the film “The 
Social Network,” the case of Romano v. Steel-
case Inc.,9 was decided by Justice Arlen Spinner 
in Suffolk County. Although Romano is a lower 
court’s decision relating to discovery, the decision 
received wide notoriety.10 Romano held that infor-
mation contained in the “private” settings portion 
of a Facebook profile was discoverable since the 
“public” portion of the profile contained informa-
tion suggesting that plaintiff was engaged in activi-
ties inconsistent with her claimed injuries.

While it is well settled that private e-mails are 
credited with an expectation of privacy, courts 
have questioned whether there is a greater 
expectation of privacy in the “private” portion 
of a social network profile.11 One could easily see 
how information contained on a social network-
ing site might be relevant to a variety of issues, 
but the concept that seems to have given some 
courts hesitation in terms of requiring exchange of 
such information is the notion that such informa-
tion is labeled “private.” The issue that has been 
examined is whether information placed on such 

a site and labeled “private” really is intended or 
expected to be private. 

Canadian courts seem to have examined this 
issue quite thoroughly. In Murphy v. Preger,12 the 
court noted that while the information was con-
tained in the “private” portion of the profile, the 
plaintiff had 366 “friends” who had access to that 
portion of the site, not to mention that each of 
those “friends” had the ability to further dissemi-
nate aspects of the information to others. While 
Facebook controls encourage an expectation of 
privacy, they simultaneously warn the public that 
“users should understand that information may be 
reshared or copied by other users.”13 Thus, a net-
work profile is hardly akin to a personal diary. 

Most social networking sites provide a viewer 
the ability to disseminate the identity of an (unwill-
ing) participant whose photo has been posted and 
tagged even if the photo is of a person who is not 
a participant in the network. In such a case, the 
reduced expectation of privacy might be found in 
complicity in terms of permitting the photo to be 
taken, rather than in voluntarily disseminating it 
to anyone. For the most part, the cases hold that 
it is an objective expectation of privacy rather 
than the participant’s subjective expectation of 
privacy that controls.14 

One would think that the age and sophistica-
tion of the user might be relevant to this analysis, 
but this has not as yet been the focus of most 
courts’ decisions. While employers in the United 
States have utilized social networks to screen 
applicants,15 there have been decisions in other 
countries limiting an employer’s ability to use such 
sites to unearth information about a prospective 
employee,16 and one could envision similar sup-
port for limiting its use by colleges in terms of 
the application process.17 

On the other hand, the contention that a court 
should permit access to such information for 
impeachment purposes or as a shield to prevent 
a fraudulent or embellished claim seems to be a 
more persuasive argument and, indeed, has gained 
wider acceptance.18 
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Social network profiles are a fertile 
source of information concerning 
a litigant’s physical and emotional 
condition.



The New Surveillance

DiMichel v. South Buffalo Ry. Co.,19 subse-
quently codified by CPLR 3101(i), requires a 
defendant to disclose surveillance tapes as part 
of the discovery process in an effort to further 
the truth seeking process. One might question 
whether disclosure of surveillance tapes actu-
ally furthers the truth seeking process or merely 
prevents the commission or embellishment or 
fraud by an unsuspecting plaintiff. The practical 
effect of disclosure of surveillance materials is 
to permit the subject of the videos to reconcile 
the video information with his or her claims. In 
contrast, the distinct advantage of social net-
working profile information is that since the 
material was voluntarily posted by the user, it 
is more difficult to minimize as a practical mat-
ter, and may also constitute prior inconsistent 
statements. 

Moreover, the statements, photos and even 
linked videos often tend to embellish activities 
and emotional state in a positive way since out-
side the context of a personal injury suit most 
people on a social networking site tend to place 
their best foot forward. An additional benefit 
of obtaining information from such a source 
is that since it was created by the litigant, it 
is not subject to a claim of surprise or lack 
of notice and arguably need not be disclosed 
during discovery. Finally, information obtained 
from this type of source does not bear the same 
invasion of privacy stigma as does similar mate-
rial obtained via surveillance.

Interests of the Provider

As a general proposition, ownership of infor-
mation in general and ownership of a social 
networking site in particular are not relevant 
to discoverability.20 While the release of such 
information may be subject to the Stored Com-
munication Act or the Electronic Privacy Act, 
courts have held that these acts should not be 
interpreted to preclude the release of discov-
erable information in the context of a lawsuit 
where it has been judicially determined that 
such information is relevant.21 While the owner 
of such a site might oppose the release of this 
type of information, as it might tend to make 
the site less attractive to users, this is prob-
ably not an interest that would be credited by 
a court in deciding a relevance/privacy issue 
between litigants.

Practical, Evidentiary Issues

In Leduc v. Roman,22 a Canadian Court pro-
vided a viable procedural framework for the 
request and release of information from a social 

networking site. While the Canadian discovery 
system is somewhat different than ours, the 
court, as did the Romano court, held that the 
burden is initially on the requesting party to 
demonstrate relevance via questions at a depo-
sition or via access to the public aspect of the 
account. In Leduc further questioning was per-
mitted concerning the “private” aspects of the 
profile. A stricter standard relating to relevance 
at trial, rather than the discovery standard of 
reasonably calculated to lead to relevant infor-
mation would, of course, apply. 

On occasion, authenticity and hearsay issues 
regarding material obtained from a social net-
working site have arisen.23 Authenticity in the 
context of electronic communications requires 
testimony concerning knowledge of the party’s 
address and social network name, coupled with 
testimony that a printout appears to be an accu-
rate record of a conversation or positing. Of 
course, information required to be provided 
by an adversary during discovery would likely 
be an admission and would not require such a 
showing.24 As a practical matter in New York, 
the “public” profile section of a litigant’s social 
network information could be requested as part 
of routine discovery requests interposed at the 
time of the answer. An approach perhaps better 
calculated to develop an inconsistency might 
be to perform a Google search to determine the 
existence of participation in such a network 
and then elicit deposition testimony concerning 
the litigant’s limitations and, thereafter, inquire 
into and develop information concerning mem-
bership and participation on such networks 
against which claims of limitation could be  
measured. 

Because of the possibility that information 
may have been deleted from a profile, it is advis-
able to not just request information from the 
litigant, but to also obtain an authorization or 
subpoena for deleted information from the site. 
In connection with the issue of deleted infor-
mation, several cases addressing the issue of 
spoliation have arisen.25 Suffice it to say that 
efforts to alter or delete profile information in 
the context of a lawsuit have not been counte-
nanced by the courts.

Conclusion

Social network profiles are a fertile source of 
information concerning a litigant’s physical and 
emotional condition and recent activities. While 
privacy concerns may be set forth as a basis for 
objection to disclosure, the very nature and intent 
of networking activities tend to belie this posi-
tion. While social networks have become a rapidly 
expanding and increasingly entrenched aspect of 

our society, the law in this area is still developing. 
Given what is known about human nature, it is hard 
to imagine that court decisions requiring disclosure  
will provide a significant deterrent to the users of 
these networks. Absent some type of legislation, 
it would appear that these sites will continue to 
enjoy unbridled popularity, occasionally at the 
expense of a litigant’s personal injury claim.
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